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Abstract: An organization that works with any information must have a security 
system capable of protecting the information. However, the costs to be made to ensure 
a high level of security may not justify itself. The cost of securing a security system, 
the choice of the level of protection acceptable to the organization, is an important 
condition for putting the issue of Information Security. To solve this issue, it is 
necessary to conduct analytical experiments that will allow to assess the degree of 
protection of the resources of the organization. There are different methods and 
algorithms for assessing risks. Most of them differ in their probability and methods of 
assessing damage. The amount of risk analysis and management by experts has made 
the issue of developing methods and algorithms that rely on valid indicators assessed 
by experts up to date. This case allows you to determine the odds in a certain 
correlation, calculate using mathematical formulas and make the same interpretation 
of the results. 




Stages of building system protection 
It is recommended to build the protection system according to the following 
stages[9]. 
1) choosing the IS standard, building the base protection system. 
At the first stage, it is necessary to ensure that the organization is protected at the 
base level. The protection system must somehow meet the requirements of the chosen 
standard. Within the framework of these works, the classification of all resources on 
the level of their confidentiality, the requirements for entry permits, as well as physical 
placement (such classification is necessary for the construction of a permit 
management system) is carried out. 
2) systematize the knowledge of potential intruders, make a list of threats for each 
type. 
The description of potential attackers is conducted using information provided by 
the Security Service and analysis groups of the organization. For each type, a threat to 
all resources (information carriers) is recorded. When compiling a list of threats, it is 
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convenient to use tables that have different standards (for example, B81). The list of 
threats expected by potential attackers, reflecting the characteristics of this enterprise, 
is the result. 
3) to develop an Information Security Policy, complement and correct the base 
protection system taking into account the specific characteristics of the organization. 
On each threat, information security policies (rules and practices) are developed 
that regulate the management, protection and distribution of information. Policies 
encourage the replenishment of existing base-level protection system and 
organizational measures taking into account the specifics of the concrete enterprise. 
4) personalizing intruders, concretizing valuable commercial information and a 
list of threats to real competitors. 
This stage has a decisive value for the developed method. It is necessary to know 
from the face of potential intruders to assess equally how dangerous these or that threats 
are to the organization. Work should be carried out by the security service to identify 
currently available concrete opponents. What kind of information (for example, a 
structured contract, an executed project) related to the activities of the organization 
knowing their identity (competing firms, private individuals, etc.) can interest them at 
the same time, what benefit they will receive from doing this (for example, obtaining 
the client himself), how much harm the enterprise will receive from using the 
information that the attacker has interested 
5) to carry out risk analysis and management through the use of the developed 
method, which will allow to evaluate the protection system and improve it is second 
effectiveness. 
The successful implementation of the threat by a concrete opponent is collected 
from the performance of two actions: obtaining access to information of interest 
(through one of the techniques of the appropriate type of violation) and successful use 
of the information received in their own interests. However, in general, the measure of 
the profit of the competitor does not coincide with the harm that the enterprise sees 
from the threat carried out. In many existing approaches, only possible access options 
to information are analyzed. Assuming that the opponent will definitely use it after 
capturing the information, he will lose. And the thing is that it does not allow you to 
develop methods of action against an opponent who has acquired information, but has 
not yet begun to use it. Also, how much the information actually costs without 
analyzing the options for use, how much the competitor tries to grab the information, 
it does not matter what the benefits will be, it is impossible to give the same assessment 
of what the losses of the protective side in the corresponding actions will be. 
6) continuous monitoring of the surrounding situation to collect statistics on 
incidents in the field of Information Security, timely detection of new threats and 
opponents. 
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As soon as new information is received, it is immediately entered into the initial 
data and participates in the further analysis. 
Since the method of analyzing the presented risks is associated with a concrete 
opponent, internal violators do not participate in the discussion. This is how it is 
explained. First of all, if it is determined who is the attacker inside the company, then 
most likely he will be fired or postponed for a period of testing under high supervision. 
Secondly, when qualitatively developed, the information security system at the base 
level, which gives the employee the right to access (within the framework of the right 
to access) a minimum amount of information, is already created at the enterprise. 
Information to the employee is provided based on the position occupied or the necessity 
of the current production, the remaining information is closed to him. Third, there is a 
service that works with personal. All these measures do not guarantee 100% of 
employee loyalty, but the optimization of internal protection schemes is also not 
important, they are considered basic and are illuminated by standards. It should be 
noted that change the structure of the developed method allows to increase the 
economical efficiency of the protection system. The process is carried out consistently 
by offering or rejecting a protective device or a group of protective devices at each 
step. At the same time, the change in the values of indicators of profitability and levels 
of risks is analyzed. The intelligent use of protected funds makes it possible to 
increasingly increase economic efficiency when it comes to the overall decline in risks. 
The adequacy of the results of work for a concrete information system is determined 
by the expert. 
Main part 
Methods of Measuring Information Security 
Information security standards used in the field of information security may not 
yield sufficient results in practice. 
Take risks in any way (threats, vulnerabilities, etc. the G.) identification is 
necessary. The issue of compiling a list and proving its completeness depends on the 
requirements imposed by the organization. At the base level of security, there are no 
special requirements for class allocation, which means that it is sufficient to use a 
preferred list of classes in the risks (for example, the threat catalog of the German 
standard BS1) [7]. 
In assessing the risks, the following were accepted: 
• Scale and criteria for measuring risks; 
• Probability of events odds of events odds; 
• Technologies for measuring risk. 
Today, there are a number of approaches to risk measurement.  
Tabular techniques of risk assessment 
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The tabular techniques of risk assessment include assessments on two or three 
thresholds. In the simplest case, an assessment of two extremes is carried out: the 
probability of an event and the possible consequences: 
Xdanger = Pevent * Zmark of danger  
if the variables are quality sizes, the metric multiplication operation is not 
determined. So you can not use the formula without open. In this case, the scales are 
first determined, for example, a – the phenomenon never occurs; B-the phenomenon 
occurs less, and so on. In addition, the sub-scale of the severity of events is established, 
for example, N (Negligible – - the it can not give importance; Mi (Min or) is a non-
significant phenomenon, the consequences of which are easily eliminated, the cost of 
eliminating the consequences is not large, the impact on information is senseless, the 
impact on technical devices, etc.the G. 
To assess the risks, a scale of three values is established: low, medium, high. The 
risk associated with a specific event depends on the degree of probability and the price 
of the loss and can be given in the form of a table. 
In a foreign experiment designed to meet much higher requirements than the base 
level (standards), an evaluation model with three thresholds (threat, vulnerability, loss 
assessment) is used. The probability of an event depends on the level (probability) of 
threats and vulnerabilities: 
Hprocess= Tthreat * Zweakness 
The danger is as follows: 
Xdanger = Tthreat * Zweakness * Ymark of lose 
When using quality scales, different types of tables are used to calculate the risk, 
depending on the dependence of the three variables. Each of the tokens is determined 
by a number of resource indicators, each column is found – by the level of threat and 
vulnerability. Such tables are used in the manual calculation options of methods of risk 
assessment, as well as in the instrumental tools of different types of risk analysis. 
Advantages: 
•  this approach allows a classification of the risks that are considered in this 
topic; 
•  it is considered non-financial, that is, any kind of asset can be used in an 
organization regardless of the profile and level of protection; 
•  method is done in simple manner; 
Disadvantages: 
•  assessment of risk also always depends on the expert's reasoning, his 
knowledge of risk and his experience; 
• t ables are usually not straightened, which limits the accuracy of the method of 
expression; 
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•  the method does not give information about the effectiveness of the use of 
means of protection. 
Theoretical-analysis of protection schemes based on the game model 
Let's say the issue of the analysis of the information protection system of the 
organization is put. Regardless of the interior or exterior, the attacker seeks to damage 
the protected side. Proceeding from the point of view of the defensive side, all violators 
can be considered as one object, in which the events coincide inappropriately, the 
activities of opponents struggle against the defending side. 
In this case, if the attacker receives some kind of benefit, not depending on his 
nature, the opposing side will suffer. Consequently, it can be considered a theoretical-
game model as a model of such situations. To determine if the issue is proposed, it is 
necessary to identify many possible attack and defense strategies and build the targeted 
function of the system. It can be assumed that there is a limited number of threats to 
most information systems. To carry out the counteraction of threats, means of 
protection are used in the limited box. Many protections increase the system's level of 
protection against many types of threats. 
The issue of ensuring information security is not determinant, the system is in a 
constant relationship with the external environment, which is characterized by 
considerable uncertainty. In such cases, the mini-max criterion is used. In a situation 
that is worst for one of the parties, a search is carried out for a solution that provides 
the best possible solution in terms of cost (or usefulness) [8]. 
Advantages: 
•  model based on the description of the structure of the protection system of the 
organization; 
•  the model allows you to compare the different structures of the protection 
system in terms of the damage seen from the actions of the opponent and the costs 
made to the means of protection; 
•  based on the strategy of the opponent, the issue of searching for the optimal 
strategy of formation of defense is considered biased. 
Disadvantages: 
•  in the long run, the model is static and can only be applied to make strategic 
decisions (in the long run the model is static); 
•  the methodology for calculating the elements of payment matrices is not 
determined. 
Conclusion 
The disadvantages and advantages of the techniques of measuring the risks 
involved in an information security system are also highlighted and recommendations 
and potential attackers classification are made in creating a security system in an 
organization. 
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One of the methods of analyzing the system's protections is the creation of 
dynamic moving tables of the information system on the basis of Petri nets, in addition 
to which it is considered what to take into account in the assessment of risks and what 
parameters to calculate is also covered. 
The creation of methods and technologies for the creation of risk-finding and 
mitigating software on the basis of motion charts is covered. 
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